UNIVERSITY

Privacy Enabled Mobile-Health
(mHealth)-based Diabetic

Solution

Sasan Adibi, Ph.D.
Senior IEEE Member, Research Fellow

Business IT & Logistics Department, RMIT University,
Melbourne, VIC, Australia
May 14-16, 2012

‘ Contents Biomedical Applications — Bitrates Privacy Requirements
The mHealth’s Big Picture Siomedical pplcton esimum Data Rate (ps) i
= 9 [T o - = Network Perspective*:
. : e ol e 0
n Contl_nuous Glucose Monitor (CGM) and m S 4 End-to-end Privacy
Insulin Pump (IP) e m « Authentication and Indentity management/concealment (privacy)
» Biomedical Applications — Bitrates Blood Oxygen - Pulse Oxiometer (Sp02) | 0 Suite-B featuring Elliptic Curve Cryptography (ECC)
Artificial P Platf. ;:f:‘:j‘::wwmmlr”M ;w 0 Biometric Authentication and Authorization
L Iticial Fancreas Flatrorm G ™ = User-based Data integrity and privacy
- Privacy Requirements E:“‘wmvg:v""v‘ﬁ"'z'm — ’:" 0 Hashing and encryption, biometric-based
» Network Perspectives e - 0 Adaptation to the user-data-history and acess protection
s P. ] Gttt o = Non-repudiation
= Privacy-by-Design Requirements e - o Biometric-based digital signature
= References i il
o o0
2 iyt e T8 8
) s : . .
The mHealth’s Big Picture Artificial Pancreas Platform

Privacy Requirements, Cont’d
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Privacy-by-Design Requirements>:

o Proactive-not reactive, preventative not remedial
o Privacy as the default setting

Famiy, !. o Privacy embedded into design

Clnician. - a Full functionality — positive-sum, not zero-sum
o End-to-end security — full lifecycle protection

E, o Visibility and transparency
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muscles, liver, and fat tissues to take up glucose ou 4. Sasan Adibi, “An app 1 layer non-rep wireless

= Communication and Security Protocols
= Security
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from the blood and store it as glycogen in the liver Computer Engineering Dept., University of Waterloo, September
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