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Abstract: The magnitude of the American National Security Agency’s (NSA) surveillance programs, and the
continued development of 'Big Data' initiatives, necessitate a review of traditional privacy protection principles
and their adequacy. Ironically, the Organization for Economic Co-operation and Development (OECD)
completed in 2013 the first revision to the OECD data protection principles in thirty years.The timing presented
an opportunity for more radical revisions.The Oxford Internet Institute has proposed "Data Protection Principles
for the 21st Century", meant to address the privacy concerns around “big data”, that offer an interesting
response to the challenge posed to the principles of data protection by widespread surveillance and information
collection. The Oxford proposal views the notice and consent model at the heart of existing data protection
legislation as unable to cope with the challenges posed by big data analytics. In order to compensate for this
perceived weakness, the Oxford Principles place increased responsibility on data collectors and users of data,
and strengthens the principles that govern and restrict data use.
The Oxford principles have been the subject of some controversy and perhaps misinterpretation since
their release late in 2013.They, together with the lessons already learnt from the NSA revelations, indicate that
the valiant battle to limit the collection of personal information is lost, and has been lost for some time. Limiting
the collection of personal information is one of the principles at the heart of Canada’s personal information
legislation, as well as the OECD and other jurisdictions, and so such an argument is disheartening, to say the
least. However, it is possible that the ‘war’ over privacy, if such a term can be used, will be fought and
hopefully won over another fundamental principle of data protection law – that of limiting the use of personal
information. This lecture will discuss the promise, and the risk, of the Oxford Principles and their potential

applicability to Canada and to online information in general.
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