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Background

 Much is going on ‘inside’ the internet, but out of sight, that 
should concern users and policy advocates:
– Surveillance (e.g eavesdropping by the NSA and other security 

agencies) 
– Deep packet inspection (DPI) by ISPs/carriers
– Discriminatory traffic management and blockage
– Excessive energy consumption
– Oligopolistic and anti competitive business practices
– … 

 There is relatively little critical research into, or public 
understanding of, internet backbone structure and 
operation

 Prevailing metaphors, such as ‘dumb core/ intelligent 
edges’ and ‘cloud computing’, obscure important insights 
and possibilities for action



Research ambitions

 Make visible to users interesting internet 
backbone/core phenomena related to everyday 
usage
– e.g. NSA surveillance, DPI, Carrier Hotel ownership, 

energy (in)efficiency, …
 Promote an understanding of the internet core 

amenable to public policy engagement
 Develop a research tool for conducting critical 

internet backbone investigations, and for 
presenting findings publically

 Enroll others (users, activists, researchers) in 
building the database of internet sites of interest



Welcome screen (mock up)

Welcome to IXmaps
This tool allows you to trace the route your 

packets take across the internet when 
you visit a web site

Please enter a destination URL _______ 
or select a start and destination node 
from the map on the right.

Please select the types of site along the 
route you are interested in learning 
about:
o NSA eavesdropping
o ISPs
o DPI routers
o Energy efficiency

o …
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6 internet exchange points

•NSA eavesdropping sites: 2

•DPI using ISPs: 3

•Carlyle group carrier hotels: 2

•Other carrier hotels: 2 
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Future work

 Working prototype as proof of concept
 Build data base of:

• Trace routes
• NSA sites
• DPI sites and policies
• Energy consumers

 Art gallery installation?
 Cyber-surveillance international research 

workshop, May 2011, Toronto
> Looking for research assistant(s) 
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