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Privacy Remains a Social Norm

“It is not that privacy has stopped 
being the norm; it’s that privacy is  
a dynamic that is a complex 
function based on an individual’s 
needs and choices – choices that 
must be respected and strongly 
protected if we are to maintain 
freedom and liberty in our society.”

— Commissioner Cavoukian,  
Globe and Mail, March 15, 2010

www.ipc.on.ca/english/About-Us/Whats-New/Whats-New-Summary/?id=140



Positive-Sum Model

Change the paradigm 
from a zero-sum to 

a “positive-sum” model:
Create a win-win scenario, 

not an either/or
involving unnecessary trade-offs

and false dichotomies 



Privacy by Design: 
The 7 Foundational Principles

1. Proactive not Reactive; 
Preventative not Remedial

2. Privacy as the Default

3. Privacy Embedded into Design

4. Full Functionality:          
Positive-Sum, not Zero-Sum

5. End-to-End Lifecycle Protection

6. Visibility and Transparency

7. Respect for User Privacy

www.ipc.on.ca/images/Resources/7foundationalprinciples.pdf



The Bottom Line

Privacy should be viewed as a 
business issue, not a       

compliance issue

Think strategically and transform privacy 
into a competitive business advantage



Ten Reasons for Building 
Consumer Trust

1. Avoiding damage to your company’s and/or     
brand’s reputation;

2. Avoiding penalization by any existing or         
pending laws; 

3. Avoiding civil and class-action lawsuits; 
4. Maintaining the balance of monitoring the activities 

of employees while not harming their morale and 
productivity;

5. Ensuring the continuation of valuable business 
relationships by ensuring your company measures up 
to the privacy standards adopted by strategic partners;



Ten Reasons for Building  
Consumer Trust (Cont’d)

6. Being aware of the privacy laws and customs in other countries;
7. Gaining the trust and confidence of customers so that they will 

not provide you with false information;
8. Dealing with consumers who expect you to treat their personal 

information the same way that you would treat your own;
9. Repeat online customers are those who feel assured that 

shopping online is secure and their information is protected;
10.Gain and maintain an edge over your competitors through 

embracing more than just the minimum of laws, regulations and 
privacy best practices.

— Ann Cavoukian, Ph.D., Tyler Hamilton, The Privacy Payoff:     
How Successful Businesses Build Consumer Trust, McGraw-Hill Ryerson, 2002, pp. 13-14.



Privacy by Design: The Gold Standard

www.privacybydesign.ca/pbd2010.htm

• Sold-out event in 
January 2010

• Celebrated practical 
successes that companies 
have achieved with 
Privacy by Design.



Privacy by Design: The Definitive Workshop 
Madrid, Spain

• Sold out international event;

• First Privacy by Design event to an 
international audience;

• A call to action to advance the view 
that the future of privacy cannot be 
assured solely by relying on 
compliance with regulatory 
frameworks;

• Rather, we must strive to make 
privacy the default mode of operation. 

www.privacybydesign.ca/madrid09.htm



Become a                      
Privacy by Design Ambassador

1. Identify within your organization an emerging technology, business practice 
or infrastructure that intersects with personally identifiable information and 
work toward building the principles of Privacy by Design (PbD) into it. 

2. Share your ideas in our “PbD Community Forum.” Go to 
www.privacybydesign.ca. Participate in the community, to provide your 
insights, and assist others in implementing the PbD principles.

3. Spread the message! Whenever you find the opportunity, inform others about 
the advantages and benefits of Privacy by Design. 



• Does your organization have a Data Map?

• Do you know all the points of entry for personally 
identifiable information (PII) into your organization?

• Do you know how customer data flows throughout 
your organization?

• Do you have a consent management system in place … 
when you need to obtain additional consent from your 
customers?

• Is the data maintained securely, from end-to-end?

Questions You Should Have 
Answers to:



Conclusions

• Lead with Privacy by Design – embed privacy into the design 
specifications of information technologies, accountable business 
practices, operations and networked infrastructure;

• Change the paradigm from a zero-sum to a “positive-sum” model: 
Create a doubly-enabling win-win scenario;

• View privacy as a business issue, not a compliance issue                 
– think strategically and transform privacy into a sustainable   
competitive business advantage;

• Privacy is a long-term investment, central to retaining existing 
customers – and essential to attracting new ones;

• Maintain your data securely, end-to-end; the potential for data 
breaches doesn’t end until the data are securely destroyed.



How to Contact Us

Ann Cavoukian, Ph.D.Ann Cavoukian, Ph.D.
Information & Privacy Commissioner of Ontario
2 Bloor Street East, Suite 1400
Toronto, Ontario, Canada
M4W 1A8

Phone:  (416) 326-3948 / 1-800-387-0073
Web:   www.ipc.on.ca
E-mail: info@ipc.on.ca

For more information on Privacy by Design, please visit: 
www.privacybydesign.ca
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