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The Privacy Landscape



Privacy = FreedomPrivacy = Freedom



Information Privacy Defined

Freedom of choice                                          
– personal control over one’s data flows

“Informational self-determination”

Fair Information Practices

Global Privacy Standard (2006)
www.ipc.on.ca/images/Resources/up-gps.pdf



What Privacy is Not

Security is, however, vital to privacy

Privacy Security=



Setting the Stage:             

Why We Need to             
Change the Paradigm



If Privacy is to Survive,   
Things Have to Change



The Future of Privacy

Change the Paradigm to
Positive-Sum,

NOT 
Zero-Sum



Positive-Sum Model

Change the paradigm 
from a zero-sum to 

a “positive-sum” model:
Create a win-win scenario, 

not an either/or
involving unnecessary trade-offs

and false dichotomies



The Future of Privacy:
My Prediction



My Prediction

“The world has less than a decade to 
make the protection of personal 
information and online privacy a 
priority before the concepts are lost 
forever … online privacy problems will 
only worsen if governments don’t take 
a hard stance.”

— Commissioner Cavoukian, 
Ottawa Citizen, August 18, 2010



Actual Prediction:                     
Only One Decade Remains

“Unless we act now, I predict that privacy,      
as we know it, will be gone – lost,             

beyond our grasp, by the year 2020.”

— Commissioner Cavoukian,
International Conference of Data Protection and Privacy Commissioners, 

Jerusalem, October 28, 2010.





Privacy by Design: 
The Trilogy of Applications

Information Technology

Accountable 
Business Practices

Physical Design 
& Infrastructure



Privacy by Design: 
The 7 Foundational Principles

www.ipc.on.ca/images/Resources/7foundationalprinciples.pdf

1. Proactive not Reactive: 
Preventative not Remedial;

2. Privacy as the Default;
3. Privacy Embedded into Design;
4. Full Functionality:              

Positive-Sum, not Zero-Sum;
5. End-to-End Security:        

Lifecycle Protection;
6. Visibility and Transparency;
7. Respect for User Privacy:            

Keep it User-Centric.





Why We Need Privacy by Design
Most privacy breaches remain 
undetected – as regulators, we 
only see the tip of the iceberg

The majority of privacy breaches remain          
unchallenged, unregulated ... unknown

Compliance alone, is unsustainable as the sole              
model for ensuring the future of privacy



Landmark Resolution Passed to Preserve                  
the Future of Privacy
By Anna Ohlden – October 29th 2010 - http://www.science20.com/newswire/landmark_resolution_passed_preserve_future_privacy

TORONTO, October 29, 2010 /PRNewswire – A landmark 
resolution by Ontario's Information and Privacy Commissioner,   
Dr. Ann Cavoukian, was approved by international Data Protection and 
Privacy Commissioners in Jerusalem today at their annual conference. 
The resolution recognizes Commissioner Cavoukian's concept of 
Privacy by Design - which ensures that privacy is embedded into new 
technologies and business practices, right from the outset - as an 
essential component of fundamental privacy protection. 

Full Article:
http://www.science20.com/newswire/landmark_resolution_passed_preserve_future_privacy

Adoption of “Privacy by Design” Resolution



Adoption of “Privacy by Design” Resolution

• October 29, 2010 – regulators from around the world gathered     
at the annual assembly of International Data Protection and 
Privacy Commissioners in Jerusalem, Israel, and unanimously 
passed a landmark resolution recognizing Privacy by Design   
as an essential component of fundamental privacy protection:

• Encourage the adoption of the principles of PbD as part     
of an organization’s default mode of operation;

• Invite Data Protection and Privacy Commissioners to 
promote PbD, foster the incorporation if its 7 Foundational 
Principles in privacy policy and legislation in their 
respective jurisdictions, and encourage research into PbD.



Embedding Privacy at the Design Stage: 
The Obvious Route

• Cost-effective
• Proactive
• User-centric
• It’s all about control – preserving personal 

control over one’s data flows



Privacy by Design – “Going Viral”

Canada/ 
U.S.A.
Mexico

Europe

Israel Hong Kong

Australia/New Zealand

India

Russia JapanIceland

Italy



Embedding Privacy by Design into 
Regulatory Structures

• While governments will continue to set the  
norms and standards, they should also adopt         
a more proactive approach by compelling the 
requirements of Privacy by Design (PbD) on    
the part of both public and private institutions;

• We will benefit enormously by incorporating  
PbD into our regulatory structures, thereby 
transforming a traditionally reactive instrument    
into one that instils proactive requirements.



Examples of Embedding PbD 
into Laws and Regulatory Structures

• Instantiating proactive privacy values in legislators, 
judges, lawyers, and legal staff;

• Initiating PbD in the legislation process;
• Embedding PbD in the processes of legal departments;
• Establishing a tradition of proactive PbD considerations 

for the drafting of new laws by legislation counsel;
• Embrace PbD principles to establish familiar language 

and clauses to be used by legislative counsel, to express 
routinely identified privacy issues for drafting new laws 
and regulations.



Smart Grid Privacy:
Privacy by Design in Action



Smart Grid: 
“Bigger than the Internet”

“Our expectation is that this network will be        
100 or 1,000 times larger than the Internet. If you 
think about it, some homes have Internet access, 
but some don't. Everyone has electricity access – 
all of those homes could potentially be connected.”

— Marie Hattar, 
V.P. Cisco Network Systems Solutions,

Cisco: Smart grid will eclipse size of Internet, CNET news.

http://news.cnet.com/8301-11128_3-10241102-54.html



SmartPrivacy for the Smart Grid: 
Embedding Privacy into the Design of                     

Electricity Conservation

“The smart grid is 
certainly a good idea, 
which I strongly support. 
But the focus has been so 
singularly on controlling 
energy use that I think the 
privacy issue is a sleeper – 
it is not top-of-mind.”

— Commissioner Cavoukian, 
Toronto Star, Smart grid saves power, but can 

it thwart hackers?, August 3, 2009
www.privacybydesign.ca



Smart Grid Privacy

Toronto Star, May 12, 2010



“Assets Beyond the Meter — 
Who Should Own Them?”

“There are sound reasons why energy consumers should 
remain in control of the energy consumption information 
they produce, even if there isn’t a law that requires this. 
The underlying rationale is that consumer confidence and 
trust in the Smart Grid, and in one’s local electricity 
distributors, is vital in achieving the vision of a more 
energy efficient electrical grid.”

— Commissioner Cavoukian, 
Electric Light & Power Magazine

www.elp.com



Addressing Challenges

• Utilities will find opportunities to adopt    
Privacy by Design when introducing new 
technologies into the development of the     
Smart Grid, integrating communications, 
operational and information systems,                   
as well as updating business processes.



Best practices for Smart Grid           
Privacy by Design

1. Smart Grid systems should feature privacy principles  
in their overall project governance framework and 
proactively embed privacy requirements into their 
designs, in order to prevent privacy-invasive events 
from occurring – prevent the harm from arising;

2. Smart Grid systems must ensure that privacy is 
embedded as the default – the “no action required” 
automatic mode of protecting consumers’ privacy               
– its presence must be ensured;



Best practices for Smart Grid           
Privacy by Design (Cont’d)

3. Privacy must be made a core functionality in the design 
and architecture of Smart Grid systems and practices      
– an essential design feature;

4. Smart Grid systems must avoid unnecessary, zero-sum       
trade-offs between privacy and legitimate objectives      
of Smart Grid projects – adopt a positive-sum paradigm;

5. Smart Grid systems must build in privacy end-to-end, 
throughout the entire life cycle of any personal 
information collected;



Best practices for Smart Grid         
Privacy by Design (Cont’d)

6. Smart Grid systems must be visible and transparent to 
consumers – engaging in accountable business practices 
– ensuring that new systems operate according to open, 
stated objectives;

7. Smart Grid systems must be designed with respect for 
consumer privacy, as a core foundational requirement, 
to enhance consumer confidence and trust.



Use Case Scenario for 
Smart Grid Privacy by Design:            

Customer Enablement
Customer Enablement covers the end-to-end scope of a customer’s
interaction with a utility’s technology systems and processes involving 
three basic activities: 

1. Enrollment: The ability for eligible customers to enroll             
and define their participation in programs offered by the utility;

2. Usage (Operation): The active operation and management          
of participating customers. This refers to the daily functioning 
of systems and processes for a utility to deliver the service;

3. Termination: The ability for customers to freely terminate        
their active participation – freedom of choice.



• A demand response system must determine how     
many consumer thermostats need to be adjusted;

• The system retrieves thermostat device information 
from the registration system, limiting the information 
retrieved to device identifier and user preferences     
(e.g. maximum/minimum temperature);

• The system collects no consumer data (e.g. name, 
telephone number, addresses, etc);

• Personally identifiable information is only needed for 
program enrolment, which operates separately from 
device management.

Use Case Scenario:                        
Details Relating to Usage



Jerusalem – October 25, 2010



The Min/Max Principle

Use the minimum amount of 
personal information 

to achieve the maximum functionality

RESULT: 
Data Minimization and

Achievement of Stated Objectives

WIN/WIN



SmartGrid Research Data Warehouse

• In September 2010, I was approached by the University 
of Toronto to assist in the creation  of a research data 
warehouse that will utilize smart meter data to enhance 
the goals of the Smart Grid;

• My office will play an advisory role based on our 
working relationship with Ontario’s advanced metering 
infrastructure and expertise in privacy;

• This project will support innovation in Ontario and 
Canada, creating new commercial opportunities to 
ensure that Canadian companies remain competitive     
in this expanding global arena.



Coming Soon: 
New IPC Smart Grid Publications

• Smart Grid Privacy by Design:                               
A European Perspective, with Dr. Alexander Dix, 
Commissioner for Data Protection and Freedom     
of Information, Berlin, Germany;

• Operationalizing Privacy by Design:                       
An Ontario Smart Grid Case Study with Hydro One, 
IBM, GE and Telvent – relating to the Ontario Smart 
Grid pilot project (January, 2011).



Conclusions

• Lead with Privacy by Design;
• Time to change the paradigm from the          

dated “zero-sum” to the doubly-enabling              
“positive-sum;”

• Deliver both privacy AND security or any      
other functionalities, in an empowering         
“win-win” paradigm;

• Embed privacy as a core functionality:               
the future of privacy may depend on it!



How to Contact Us

Ann Cavoukian, Ph.D.Ann Cavoukian, Ph.D.
Information & Privacy Commissioner of Ontario
2 Bloor Street East, Suite 1400
Toronto, Ontario, Canada
M4W 1A8

Phone: (416) 326-3948 / 1-800-387-0073
Web: www.ipc.on.ca
E-mail: info@ipc.on.ca

For more information on Privacy by Design,               
please visit: www.privacybydesign.ca
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