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We live in an era of data deluge. The volume, variety, and velocity of data is 
exploding and the ability to process such large amounts of information 
promises to limit the spread of epidemics, learn the dynamics of emergent 
social-computational systems, and protect critical infrastructures. Of 
particular interest to this talk is security and privacy issues associated with 
the big data collected from Cyber-Physical Systems (CPS), which exhibit a 
wide range of diversities. The CPSs are engineering systems with 
embedded control, communication and sensing capabilities that can 
interact with humans through cyber space. The rapid growth of CPSs and 
the fact that privacy and security are key concerns in this context makes 
identification and prevention of cyber-attacks and development of privacy 
preserving mechanisms of significant practical importance. The first part of 
this talk is devoted to large-scale CPSs with nonlinear dynamics and 
sparse observations. I present a multi-rate consensus/fusion based 
distributed estimation framework for scenarios where network connectivity 
is intermittent. A novel distributed sensor selection algorithm is then 
presented with the objective of dynamically activating a time-variant subset 
of sensor nodes for adaptive resource management in CPSs. The second 
part of this talk is motivated by recent evolution of cutting-edge smart-
sensor technologies (smart-meters) in CPSs. Managing privacy and 
security of such new technologies is of paramount importance in future 
smart grid and smart metering networks. This talk will explore different 
aspects of security and privacy issues related to smart metering systems. 
Data injection attack models will then be reviewed and a specific attack 
model for compromising Phasor Measurement Units (PMUs) will be 
discussed in more details. Talk will be concluded by summarizing 
challenges and opportunities in developing privacy preserving and secure 
methodologies for future CPSs. 
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